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Test Tekniklerinin Siniflandirmasi

dBlack-Box Testing
JWhite-Box Testing
JGray-Box Testing

JManual versus Automated Testing
(Static versus Dynamic Testing



Black Box Testing

Input ———— 0 Output

Black Box

dKara kutu testi, bir sistemin i¢ yapisiile ilgili bilgi gerektirmeden gerceklesir.

dTest islemi, bir girdi degerinin verilmesiyle test edilen sistem tarafindan Gretilen ¢iktinin
gozlemlenmesidir.

dKara kutu testi ile sistemin beklenen ve beklenmeyen durumlara nasil tepki verdigi,
sistemin yanit stresi, kullanilabilirlik ve gavenilirlik sorunlari gézlemlenir.

Testi gerceklestirenlerin sistemin uygulama ayrintilarini bilmesi, teknik bilgi, tasarim ve
programlama becerilerine sahip olmasi gerekmez.

dKara kutu testi ile Yanhs Pozitif sonuc elde edilmesi dusuk olasiliklidr.

¢ Test sonucunun belirli bir durumun (6rnegin bir hastaligin) varligini, gercekte olmadigi
halde yanhs olarak onaylamasi (pozitif gostermesi) seklinde ortaya cikan hatadir



Hata Matrisi (Confusion Matris)
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= STATIC TESTING

@fessionulQA;com"'

Static testing, a type of software testing methodology, is the
verification of a software product, done in a static environment i.e.
testing done without executing of the code. It is performed by means
of manual and automated reviews of documents. Moreover, it
enables early detection of defects during the initial phase of the
development cycle.

o

» [t is a stage of white box testing and is also referred to as dry-run
testing.
Performed manually or through the use of automated tools.
Improves the quality and ensures the functionality of a software
product.
It does not require the program to be executed.
Performed during the verification process.
Detects errors and defects in the early stages of the software
development life cycle.

Bl Wok docunent for Static Testing B}

Static testing involves going through written materials which can
give a holistic view of the general working of the product under test.
This information can be gained by delving through wvarious
documents and reports, other sources like:

* Web page content * Requirements Specifications

= Test Cases = User Document

* Design document +» Test plans

* Source code *» Test Scripts z

Kaynak: ProfessionalQA.com
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- Reduces the cost of rework, as it identifies defects in the earlw
stages of SDL.C.

= The feedbaclk received frorm this testing helps to improve the
functioning of thhe process.

= Offers increased awareness about the various guality issues in the
software.

- Improves communication, about critical and irmportant
information, among tearm members.

= Substantially reduces efforts for reworl, which further promotes
rroductivity of thhe developiment.

= The process of startic testing can be rtirmme consuming, as it is
majorly performed manuallyy.

= It imhibits one to find vulnerabilities introduced in the runtirme
environiment.

-
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Thoroughly plan and monitor thhe review.

Tearmn should be focused orn testing elerments.

Issues and defects should be reported and resolved immmediatelwy.
Tearmm lead or managery shhould constantly indulge in improverment
activities.

Prioritize the vulnerabilities.

Tools can be used to enforce secure code practices.
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Statik Test ve Kara Kutu Testi lliskisi

JBu iki test yaklasimi birbirini tamamlayici iki yontemdir.
dKapsamli bir yazilim kalite giivence stratejisinde birlikte degerlendirilir.

dBu iki yaklasim test slirecinin farkl asamalarinda ve farkli noktalara
odaklanir.

Statik Test: Kodun veya tasarim dokiimanlarinin calistirilmadan
incelenmesidir (kod incelemesi - code review, walkthrough).

**Hatalarin kaynaginda (tasarim ya da yazim asamasinda) erken yakalanmasi
hedeflenir.

JKara Kutu Testi: Sistemin ic yapisini veya kodunu bilmeden, sadece giris ve
cikislara odaklanarak yazilimin davranisini test etmektir



Kara Kutu ve Beyaz Kutu Testl

Bircok uygulamada kara kutu testini beyaz kutu testiyle birlestirilir.

(dBeyaz kutu testi, bir uygulamanin kaynak kodu, mimarisi ve
vapilandirmasina iliskin ayrintili ic bilgilerle test edilmesidir.

JKara kutu testi kapsamli olarak gerceklestirilemeyebilir
YA DA

JKara kutu testinin test edemedigi glivenlik aciklari, veri akisi sorunlari
va da yollari takip sorunlari olabilir.

JKara kutu testi yetersiz kaldiginda kara kutu ve beyaz kutu testleri
birlestirilir.
**Boylece yazilim uygulamasinin kapsamli olarak "icten disa" incelenmesi

mumkuin olabilir.
v Gelistirilen Grind kalite ve guvenlik alanlarinda giclendirir.




Gri Kutu Testi

JBeyaz kutu testinde, test uzmani kodun ic yapisi ile ilgili olarak tam bilgi sahibidir.
dKara kutu testi ise, kod bilgisi olmadan kullanicinin bakis agisina gore gerceklestirilir.

Gri kutu testinde ise testi gerceklestirenin calisan koda erisimi sinirhdir.
s*Uygulamalar ve ortamlar, kodun ic yapisi ile ilgili calismalarda kismi bilgiyle test
edilir.
**Gri kutu testi yaygin olarak penetrasyon testi, uctan uca sistem testi ve
entegrasyon testi icin kullantlir.
interactive Application Security Tools (I1AST) araclari ile gri kutu testi yapilabilir.

JIAST araclari, statik kodu degerlendirmek icin beyaz kutu testinde kullanilan DAST
(Dynamic Application Security Testing) ile Static Application Security Testing (SAST)
birlestirir.

 IAST araclari, test uzmanlarinin ve gelistiricilerin calismalarini birlestirmesine ve
testin verimli sekilde sonuclanmasini saglar.



|IAST Araclari

dBazi IAST ¢6ziimleri, uygulama olusturulduktan sonra kullanilmakta olan
kodu tarar.

dBazi IAST c6zliimleri, DevOps ekiplerinin "glivenliklerini sola
kaydirmalarina /shift the security left" imkan verir

dBazi IAST ¢oziimleri giivenlik aciklarinin ve hatalarin daha kolay/ucuz
dizeltilmesi icin gelistirme asamasinda kodlarin test edilmesini saglayan
IDE /Integrated Development Environment ile entegrasyon saglar.

dSonuc olarak DevOps ekipleri, IAST'yi herhangi bir asamada gelistirme
yasam donglsiune entegre ederek, uygulama dagitiilmadan 6nce tum
guvenlik aciklarini kesfedip duzeltebilir.

¢ SQL injection, APl anahtarlarinin acik metin olarak sabit kodlanmasi
veya sifrelenmemis baglantilar gibi....



SQL Injection Attack (SQL.i)

2. Malicious SQL
query is validated &
command is
executed by

1. Hacker identifies
vulnerable, SQL-
driven website &

injects malicious SQL
query via input data. database.
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3. Hacker is granted access

to view and alter records or

potentially act as database
administrator.
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Black-Box Grey-Box White-Box

aka close box combination of black box aka open box
penetration testing and white box testing penetration testing

Simulate an attack
where an attacker gains
access to a privileged
account

Assess an organization's
vulnerability to insider
threats

Mimic a true cyber
attack

Amacg

Complete open access
to applications and
systems

Er|§|m Access Zero access or
. . internal information
Duzeyi Level

Some internal access
and internal information

More comprehensive,
less likely to miss a
vulnerability and faster

More efficient than
black-box andsaves on
time and money

Artilari

Most realistic

Testing is performed from
point of view of attacker

Testing is performed from
point of view of attacker

Testing is performed from
point of view of attacker

More data (ex, source

code) is required to be
released to the tester
and more expensive

Time consuming and
more likely to miss
a vulnerability

No real cons for

Eksileri this type of testing




Regresyon testi, dnceden gelistirilen ve test edilen
yazihimin bir degisiklik sonrasinda hala beklendigi gibi
performans gosterdiginden emin olmak icin fonksiyonel ve
nonfunctional testleri yeniden ¢alistirir. Degisiklik
durumunda buna «regresyon» denir.

Black Box White Box

TIE Integration Testing

2 System Testing Code Tests (Unit-Testing
2 Acceptance Testing Regression Testing
@ Regression Testing

- Performance Testing

E  AccessbityTesing | Penetaon festing
5 (Penetration Testing) S -

5 (Security Testing)

=

Sizma testi, glivenligini degerlendirmek icin bilgisayar sistemine saldiri simtle
edilmesidir. Sistemdeki zayifliklarin etkilerini bulmak icin saldirganlarla ayni araclar,
teknikler ve stiregler kullanilir. Sistemin, kimligi dogrulanmis ve dogrulanmamis
konumlardan ve cesitli sistem rollerinden gelen saldirilara dayanacak kadar saglam olup
olmadigi incelenebilir.



Security Testing along with SDLC

) Black box Penetration testing&:
Security Test plan Testing Vulnerability scanning
F
; Codin
Require- ] 2 L.Ir1i1l:g Integ- EFStFm |“"P|'E."'"‘ Mainten-
ment Design Testing ration Testing entation ance
Testing system
\o/ testing
Security Analysis Security 'l..':-.l'hite Black bmi& Impact Analysis
Box Testing valnerability
Scanning X

Bilgi sistemindeki degisikliklerin sistemin
givenlik durumunu ne o6lcide etkiledigini
belirlemek icin gerceklestirilen analiz.



Test Piramidi

-

Service

Database

"

Birim ve entegrasyon testleri otomatiklestirilir. API (Application Programming Interface)
tabanli araclarla olusturulur.
Sistem testleri, kabul seviyeleri ve otomatik testler google tabanli araclar ile olusturulur.



Test Tekniklerinin

Kategorizasyonu-
|

Technique Manual | Automated | Static | Dynamic | Functional | Structural
Acceptance testing X X X X
Ad hoc testing X X
Alpha testing X X X
Basis path testing X X X
Beta testing X X P
Black-box testing X X X
Bottom-up testing X X X
Boundary value X X
testing
Branch coverage X X X
testing
Branch/condition X X X
EDVEFEEE
Cause—effect graphing X X
Comparison testing X X X
Compatibility testing X b X
Condition coverage X X X
testing
CRUD (create, read, X X X
update, and delete)
testing
Database testing X
Decision tables X
Desk checking X X
End-to-end testing X X X




| Manual | Automated | Static | Dynamic | Functional | Structural

Run charts X X X
Sandwich testing X X
Sanity testing X X X X
Security testing X X X
State transition testing X X X
Te St Te kn i kI e ri N i N Statement coverage X X X
tEStlﬂg
. Statistical profile X X X
Kategorizasyonu- | esing
Stress testing X X X
I I Structured X X X X
walkthroughs
Syntax testing X X X X
System testing X X X X
Table testing X X X
Thread testing X X X
Top-down testing X X X X
Unit testing X X X X
Usability testing X X X
User acceptance X X X X
testing
White-box testing X X X




Test Teknikleri ve

Kisa Actklamalari -
|

Technigue

Brief Description

Acceptance testing

Final testing based on the end-user/customer
specifications, or based on use by end users/
customers over a defined period of time

Ad hoc testing

Similar to exploratory testing, but often taken to
mean that the testers have significant
understanding of the software before testing it

Alpha testing

Testing of an application when development is
nearing completion; minor design changes may
still be made as a result of such testing. Typically
done by end users or others, not by programmers
or testers

Basis path testing

Identifying tests based on flow and paths of a
program or system

Beta testing

Testing when development and testing are
essentially completed and final bugs and
problems need to be found before final release.
Typically done by end users or others, not by
programmers or testers

Black-box testing

Testing cases generated based on the system’s
functionality

Bottom-up testing

Integrating modules or programs starting from the
bottom

Boundary value testing

Testing cases generated from boundary values of
equivalence classes

Branch coverage testing

Verifying that each branch has true and false
outcomes at least once

Branch/condition
coverage testing

Verifying that each condition in a decision takes
on all possible outcomes at least once

Cause—effect graphing

Mapping multiple simultaneous inputs that mawy
affect others, to identify their conditions to test

Comparison testing

Comparing software weaknesses and strengths to
competing products




Test Teknikleri ve

Kisa Aciklamalari -
1

Compatibility testing

Testing how well software performs in a particular
hardware/software/operating systems/network
environment

Condition coverage
testing

Verifying that each condition in a decision takes
on all possible outcomes at least once

CRUD testing

Building a CRUD matrix and testing all object
creations, reads, updates, and deletions

Database testing

Checking the integrity of database field values

Decision tables

Table showing the decision criteria and the
respective actions

Desk checking

Developer reviews code for accuracy

End-to-end testing

Similar to system testing; the “macro” end of the
test scale; involves testing of a complete
application environment in a situation that
mimics real-world use, such as interacting with a
database, using network communications, or
interacting with other hardware, applications, or
systems if appropriate

Equivalence partitioning

Each input condition is partitioned into two or
more groups. Test cases are generated from
representative valid and invalid classes

Exception testing

Identifving error messages and exception-
handling processes and conditions that trigger
them

Exploratory testing

O ften taken to mean a creative, informal software
test that is not based on formal test plans or test
cases; testers may be learmning the software as
thevw test it

Free-form testing

Ad hoc or brainstorming using intuition to define
test cases

Gray-box testing

A combination of black-box and white-box testing
to take advantage of both

Histograms

A graphical representation of measured wvalues
organized according to the frequency of
occurrence; used to pinpoint hot spots




Test Teknikleri ve
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Incremental integration
testing

Continuous testing of an application as Nnew
functionality is added; requires that various
aspects of an application’s functionality be
independent enocough to work separately before
all parts of the program are completed, or that
test drivers be developed as needed; done by
programmers or by testers

Inspections

Formal peer review that uses checklists, entry
criteria, and exit criteria

Integration testing

Testing of combined parts of an application to
determine if they function together correctly. The
“parts” can be code modules, individual
applications, or client'server applications on a
network. This type of testing is especially relevant
to client/server and distributed systems

IADs

Technigque that brings users and developers
together to jointly design systems in facilitated
sessions

Load testing

Testing an application under heavy loads, such as
testing of a Web site under a range of loads to
determine at what point the system’s response
time degrades or fails

Mutation testing

Ao method for determining if a set of test data or
test cases is useful, by deliberately introducing
various code changes (“bugs”) and retesting with
the original test data/cases to determine if the
bugs are detected. Proper implementation
requires large computational resources

Orthogonal array testing

Mathematical technigue to determine which
variations of parameters need to be tested

Pareto analwsis

Analyze defect patterns to identify causes and
sources

Performance testing

Term often used interchangeably with stress and
load testing. ldeally, performance testing (and anvy
other type of testing) is defined in regquireaments
documentation or QA or Test Plans




Test Teknikleri ve
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Positive and negative
testing

Testing the positive and negative values for all
inputs

Prior defect history
testing

Test cases are created or rerun for every defect
found in prior tests of the system

Prototyping

General approach to gather data from users by
building and demonstrating to them some part of
a potential application

Random testing

Technique involving random selection from a
specific set of input values where any value is as
likely as any other

Range testing

For each input, identifies the range over which the
system behawvior should be the same

Recovery testing

Testing how well a system recovers from crashes,
hardware failures, or other catastrophic problems

Regression testing

Testing a system in light of changes made during a
development spiral, debugging, maintenance, or
the development of a new release

Risk-based testing

Measures the degree of business risk in a system
to improve testing

Rumn charts

A graphical representation of how a quality
characteristic varies with time

Sandwich testing

Integrating modules or programs from the top
and bottom simultanecusly

Sanity testing

Typically, an initial testing effort to determine if a
new software version is performing well enough
to accept it for a major testing effort. For example,
if the new software is crashing systems every five
minutes, bogging down systems to a crawl, or
destroving databases, the software may not be in
a “sane” enough condition to warrant further
testing in its current state

Security testing

Testing how well the system protects against
unauthorized internal or external access, willful
damage, etc.; may require sophisticated testing
techniques



Test Teknikleri ve
Kisa Actklamalari
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State transition testing

Technique in which the states of a system are first
identified, and then test cases written to test the
triggers causing a transition from one state to
another

Statement coverage
testing

Every statement in a program is executed at least
once

Statistical profile testing

Statistical techniques are used to develop a usage
profile of the system that helps define transaction
paths, conditions, functions, and data tables

Stress testing

Term often used interchangeably with load and
performance testing. Also used to describe such
tests as system functional testing while under
unusually heavy loads, heavy repetition of certain
actions or inputs, input of large numerical values,
or large complex queries to a database system

Structured
walkthroughs

A technique for conducting a meeting at which
project participants examine a work product for
errors

Syntax testing

Data-driven technique to test combinations of
iNnput syntax

System testing

Black-box type testing that is based on overall
requirements specifications; covers all combined
parts of a system

Table testing

Testing access, security, and data integrity of table
entries

Thread testing

Combining individual units into threads of
functionality that together accomplish a function
or set of functions

Top-down testing

Integrating modules or programs starting from the
top
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Unit testing

The most “micro” scale of testing; to test particular
functions or code modules. Typically done by the
programmer and not by testers, as it requires
detailed knowledge of the internal program
design and code. Not always easily done unless
the application has a well-designed architecture
with tight code; may require developing test
driver modules or test harnesses

Usability testing

Testing for “user-friendliness.” Clearly, this is
subjective, and will depend on the targeted end
user or customer. User interviews, surveys, video
recording of user sessions, and other techniques
can be used. Programmers and testers are usually
not appropriate as usability testers

User acceptance testing

Determining if software is satisfactory to an end
user or customer

White-box testing

Test cases are defined by examining the logic paths

of a system




Test Otomasyonu ve Regresyon Testi

JRegresyon testi yazilim kalite glivencesi siirecidir.

dOnceden gelistirilen ve test edilen yazilimin, iyilestirmeler, yamalar
(patch) veya yapilandirma gltincellemeleri gibi kod degisikliklerinden

sonra da gerceklestirilir.

JKodun calisir durumda kalmasini saglamak icin fonksiyonel ve
fonksiyonel olmayan testler yeniden calistirilir.

dYeni degisikliklerin mevcut islevselligi istemeden bozmadigini
gostermeye odaklanir.




Online Bilet Satis Sistemi: Canli Ortam Hatasi

Bir online bilet satis platformu, yogun talep goren bir konser icin satisa
cikmistir. Satis basladiktan kisa stire sonra bazi kullanicilar 6deme yaptiklari
halde biletlerinin olusmadigini fark etmistir. Bazi kullanicilar ise ayni koltugun
birden fazla kisiye satildigini bildirmistir.

Bu problem yalnizca yazilim hatasi midir, yoksa Urun kalitesi sorunu mudur?

Hangi kalite 6zellikleri zarar gormustur?

Hangi test tarleri bu riski azaltabilirdi?

Canli ortamda bu hatanin kuruma etkileri nelerdir?

Bu olaydan sonra urin gelistirme strecinde ne degistirilmelidir?



Online Bilet Satis Sisteminde Canli Ortam Hatasi

Bu vakada etkilenen kalite 6zellikleri sunlardir:
Fonksiyonel dogruluk
Gavenilirlik
Performans
Veri tutarlihgi
Kullanici glveni
Marka itibari

(JBu hata yalnizca 6deme sonrasi bilet olusmamasi seklinde teknik olarak
distnulemez.

dKullanici deneyimi, finansal gliven, operasyonel yiik ve marka degeri de
etkilenmistir.
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